wireguard??

wg-easy ??docker??

docker-compose.yml

services:
wg-easy:
container_name: wg-easy
image: ghcr.io/wg-easy/wg-easy
network mode: bridge
environment:
- LANG=chs # or en, de ...
- WG_HOST=43.136.104.74 #000000001ip

- PASSWORD=123456 # WebUI [OJ000000000CO00 bcryptQd
#- PASSWORD HASH=$$2a$$12$$S5L7nVgk6I70/tdVLyVHO.QmD89RHIdKgHL8ayX0iGYwwFa4UmONC
#PASSWORDOODOOO0000O

- LANG=chs# 000000
- WG _DEFAULT DNS=192.168.2.1,114.114.114.114,8.8.8.8,8.8.4.4

- PORT=51820 #000

- WG_DEFAULT ADDRESS=10.9.0.x

- WG_PORT=51821 # (00000 WireGuard [0

- WG_PRE_UP = iptables -t nat -F; iptables -F; # Flush all rules

#- WG _POST UP=iptables -A FORWARD -i %i -j ACCEPT; iptables -A FORWARD -0 %i -j ACCEPT;
iptables -t nat -A POSTROUTING -o eth® -j MASQUERADE

#- WG _POST DOWN=iptables -D FORWARD -i %i -j ACCEPT; iptables -D FORWARD -0 %i -j
ACCEPT; iptables -t nat -D POSTROUTING -o eth® -j MASQUERADE

- WG _ALLOWED IPS=114.114.114.114,8.8.8.8,8.8.4.4,192.168.2.0/24,10.9.0.0/24

UI_TRAFFIC_STATS=true

UI CHART TYPE=3 # (0 Charts disabled, 1 # Line chart, 2 # Area chart, 3 # Bar chart)
# - WG _ENABLE ONE_TIME LINKS=true

UI ENABLE SORT CLIENTS=true

# - WG _ENABLE EXPIRES TIME=true

volumes:



- /home/ubuntu/work/wireguard:/etc/wireguard
ports:

- 51820:51820/tcp

- 51821:51821/udp
cap_add:

- NET_ADMIN

- SYS MODULE
sysctls:

- net.ipv4.conf.all.src valid mark=1

- net.ipv4.ip forward=1

restart: unless-stopped

P070707?7?7
PASSWORD_HASH

PASSWORD HASH=$$2a$$12$$31H.ZE174tEF98shuIWwxe2PTs1jr3vEMRTfU7HL8dPVNITImcUgRq
1111 1234561111111 How to generate an bcrypt hash.md

T wg-easy [T] web[ITIT] 123456
NERNNRNRRNRNNRNRRNRNRRNRRRRNERN

sudo docker run -it ghcr.io/wg-easy/wg-easy /app/wgpw.sh 123456

[LITTTTITIT]

PASSWORD HASH='$2a$12$31H.ZE174tEF98shuIWwWxe2PTs1jr3vEMRfU7HL8dPVNITImcUgRq'

(LTI docker-compose.yaml [TTTTTIT] $ (IIIT11] $$ [TT111] yaml[]
PASSWORD HASH [TT]

PASSWORD HASH=$$2a$$12$$31H.ZE174tEF98shuIWWxe2PTs1j r3vEMRfU7HL8dPVNITImcUgRq

RERRRRRRNRRNRAD 123456 []
(I IPQ] IPCITTIT]
192.168.2.1 O000O00OOO00OOO0COO
192.168.2.0/24 JO00IPOO00000000OODOIPOOO
10.9.0.x J00000IPOO0000COOOOIPOODOOO000O0

10.9.0.0/24 [J 10.9.0.x JOOOOOOIPOOO


https://github.com/wg-easy/wg-easy/blob/master/How_to_generate_an_bcrypt_hash.md

P77

WireGuard????

(LTITITITIT]

e WireGuard[TTTTTTIITIIT] (VPN)

e [II11 IPsec[] OpenVPNITTITTITTTIITITITIIIITT
WireGuard [T1T] UDPITITI

ITITIIIT] wireguard[ITT1T] FASTTIIT] MODERNIIIT] SECURE [IT1T]

VPN TUNNEL[] VPN[IIT]

P70707?77

1. 11117 i

2. [11 Linux[IIT] <5.6[TTTTITIITIIII I

3. WireGuard
HERRRRNNNRRRRNNNNRRRRNNNRRRRRNRRRRRRRNERRENN
ARRRRRRRRNRNRNRARN RN RRRRRARERNRNRNREE]

(T Red Hat [] CentOS[] Fedora [TTTTTTTTTTTTTTITTITTITIT]
kernel [] kernel-devel [] kernel-headers [] Debian [] Ubuntu
ANRNRNRRNANANANRNRANANE kernel [] Linux-headers []
(LTI T ooy Wiregurad !
([0 WireGuard [TITIT] Linux 5.6 [TTTITTITIIIT] >= 5.6 [T
WireGuard [JTTTIT] wireguard-tools [TTTTIIT] Ubuntu 20.04 [TTTIIIIIT]
(11110 5.6 [TTTTITIITIIII WireGuard [TTTTTTIITITITI
tools [[]
(TITIIII1 Ubuntu 24.04 ]

[0 O[IIII] root[T]

sudo su

5.4

wireguard-



(LTITITITIT]

echo 1 > /proc/sys/net/ipv4/ip_forward
echo "net.ipv4.ip forward = 1" >> /etc/sysctl.conf

sysctl -p

(11111 WireGuard

apt update
apt install wireguard -y

apt install resolvconf -y

[LITITTITITTI

wg --version

(LITIITITITIITITIT]

wireqguard-tools v1.0.20210914 - https://git.zx2c4.com/wireguard-tools/

[LITIITIT

modprobe wireguard && 1lsmod | grep wireguard

(IT1T]
wireguard 86016 O
curve25519 x86 64 36864 1 wireguard
libchacha20poly1305 16384 1 wireguard
libblake2s 16384 1 wireguard
ip6 udp tunnel 16384 1 wireguard
udp_tunnel 24576 1 wireguard

libcurve25519 generic 49152 2 curve25519 x86 64,wireguard

?2?WireGuard

cd /etc/wireguard

?77?777



1ITTIIIIIIIII /etc/wireguard/server private.key []

wg genkey | sudo tee /etc/wireguard/server private.key

(ITIT]

U00//M02GCC+5hH0Zz91YCP60/Zv/cnSsKEH2 j4eRPXo=

2(TTTTIIITIITIIO /etc/wireguard/server public.key []

cat /etc/wireguard/server private.key | wg pubkey | sudo tee /etc/wireguard/server public.key

[ITIT]

W+17Uapd98bsNhN1g3Hs4iTCfKzcVO3KNwhDPFgzqR4=

3T

ip a

(IT1T]

1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host noprefixroute
valid 1ft forever preferred 1ft forever
2: enplsO: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP group default
glen 1000
link/ether 56:00:04:18:7f:67 brd ff:ff:ff:ff:ff:ff
inet 192.0.2.161/24 metric 100 brd 192.0.2.255 scope global dynamic enpls0
valid 1ft 56853sec preferred 1ft 56853sec
inet6 2a05:0000:0000:000:5400:4ff:0000:7f67/64 scope global dynamic mngtmpaddr
noprefixroute
valid 1ft 2591775sec preferred 1ft 604575sec
inet6 2a05:0000:0000:000:5400:4ff:0000:7f67/64 scope link

valid 1ft forever preferred 1ft forever

(ITITTTT enplsO [TTTTTT] IP1T] 192.0.2.161 [] WireGuard
(T Internet(]



A[TTTITTIIT]

echo "[Interface]
PrivateKey = $(cat server private.key)

Address = 10.8.0.1/24

#10000000000000 enpls® OO00000O00COOO0CO enpls@ (00000000
PostUp = ufw route allow in on wg@ out on enplsO

PostUp = iptables -t nat -I POSTROUTING -0 enpls® -j MASQUERADE
PreDown = ufw route delete allow in on wgO out on enpls0O

PreDown = iptables -t nat -D POSTROUTING -o enplsO -j MASQUERADE
ListenPort = 51820

DNS
MTU

8.8.8.8
1420

"|sed '/"#/d;/"\s*$/d"' > wgO.conf

ListenPort [TTTTTTTTTITTITITIT]

229272(?2?2222227?22222277)
1[ITIITITT

wg genkey | sudo tee /etc/wireguard/clientl private.key
(LTIT]

KBUxCUgNEJgN3DBO5xu2kiBQFT8Gv46Kkqu60IKZu3Q=
2T

cat /etc/wireguard/clientl private.key | wg pubkey | sudo tee

/etc/wireguard/clientl public.key
(11
xZB916953ebGqWVLCR7L6YJw7YJ1i0shJ+Sub9gfUFVU=
3T

[Interface]
PrivateKey = +B114bteTOURxs47VL7mSUJ6G]p2yrXsxuzGWQBPSUo=
Address = 10.8.0.3/24



DNS = 114.114.114.114, 8.8.8.8, 8.8.4.4

[Peer]

PublicKey = rxdt0@em+q2ST/ZIwrwiozT5TPCzIyfZbFj/1TPsNO2c=
PresharedKey = INzSFYALzwr704yi0SaAB4xkHSDIMZiv7HCwt204dAQ=
AllowedIPs = 10.9.0.0/24

Endpoint = 43.136.104.74:51821

(T WireGuard [TTT111T1 VPN[IIIIIIO IP[I] 10.8.0.2[T]
internet(]

410  WireGuard [TTTTTITITIIT

[] xZB916953ebGgWVLCR7L6YIw7YJi0shJ+Sub9gfUFVU= [TTTITIIT]

[Peer]
PublicKey = xZB916953ebGqWVLCR7L6YyJIw7YJi0shJ+Sub9gfUFVU=
AllowedIPs = 10.8.0.2/32

??WireGuard ????°?7?7°?7°7°7°7°7°777
1111 WireGuard []

systemctl start wg-quick@wg0@.service

M # wg-quickup wg0 **IT] *I11 wgO.conf(IT] wgOIIIITIT] WireGuard
[T /etc/wirequard/TTTTTIIIIT wgO0.confwei wgO[TT]
wgl.confwei wgl[IT] 2[T11  WireGuard [TT1T1]

systemctl enable wg-quick@wg0.service

3[I11 WireGuard [TT]

systemctl status wg-quick@wg0.service

[LITTIT]

® wg-quick@wg0.service - WireGuard via wg-quick(8) for wg0
Loaded: loaded (/usr/lib/systemd/system/wg-quick@.service; disabled; preset: enabled)
Active: active (exited) since Wed 2024-06-12 04:47:53 UTC; 38s ago
Docs: man:wg-quick(8)

man:wg(8)



https://www.wireguard.com/
https://www.wireguard.com/quickstart/
https://git.zx2c4.com/wireguard-tools/about/src/man/wg-quick.8
https://git.zx2c4.com/wireguard-tools/about/src/man/wg.8
Process: 2384 ExecStart=/usr/bin/wg-quick up wg0 (code=exited, status=0/SUCCESS)
Main PID: 2384 (code=exited, status=0/SUCCESS)
CPU: 125ms

4117 WireGuard [TTITTTII]
wg

[
wg show wgo

(ITIT]

interface: wgo
public key: W+17Uapd98bsNhN1g3Hs4iTCfKzcVO3KNwhDPFgzqR4=
private key: (hidden)
listening port: 51820

peer: xZB9I16953ebGqWVLCR7L6YyJw7YJi0shJ+Sub9gfUFVU=
allowed ips: 10.8.0.2/32

5MII] WireGuard []]

wg-quick down wgO

P77
(11T ping [IT]
ping -c 4 10.8.0.1

0 pingI1L] WireGuard [TT1T]

(L1111



PING 10.8.0.1 (10.8.0.1) 56(84) bytes of data.

64 bytes from 10.8.0.1: icmp seq=1 ttl=64 time=0.056 ms
64 bytes from 10.8.0.1: icmp seq=2 ttl=64 time=0.076 ms
64 bytes from 10.8.0.1: icmp _seq=3 ttl=64 time=0.064 ms
64 bytes from 10.8.0.1: icmp seq=4 ttl=64 time=0.065 ms

---10.8.0.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3049ms

rtt min/avg/max/mdev = 0.056/0.065/0.076/0.007 ms

IT1T] Uncomplicated Firewall []J UFW[]] Ubuntu 24.04
IRRRNNRNRNNRNRNNRNRNNRNENEE 51820
(LI T L T T L T I
Translation [T]T] WireGuard [TTTTITIITIT] internet(]
(LTI

ufw status
0 UFW[IT]  inactive [TTITITIITI SSHOTITTITITI

ufw allow 22 && sudo ufw enable

[[] WireGuard[J] UDP[I] 51820 [TIIT]

ufw allow 51820/udp

(1111 UFW

ufw reload

[T] UFW 111

ufw status

(L1111

(Status: active

NAT [] Network Address



To Action

22/tcp ALLOW
51820/udp ALLOW
22/tcp (vb) ALLOW
51820/udp (v6) ALLOW
Anywhere on enpls0 ALLOW FWD

Anywhere (v6) on enpls0 ALLOW FWD

[T iptables [IT]

From

Anywhere
Anywhere
Anywhere (v6)
Anywhere (v6)

Anywhere on wgo0

Anywhere (v6) on wg0

iptables -t nat -A POSTROUTING -s 10.8.0.0/24 -o enpls® -j MASQUERADE

(I  enplse [TIIITIT]

(ITIT]

iptables-save | sudo tee /etc/iptables/rules.v4
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