nginx??

(111 nginx.zip

(ITITTITTITITTIIT] Web [TTTTTTTIIT] —— Nginx
NERNNRNNRNRRNRNNRNRRNRNNRNRRRRRNRREEEE Netflix[] Pinterest[]
Airbnb [TTTTTITITT] Nginx [T “[T] "1
Web T

(I Ubuntu 22.04[] 24.04 [1111] 25.04 [T1111110 Nginx

(T Web [ITITIITIIT]

NQINX??27?27?2“227?427?7"

EEENNRERRNNNRRRRNNRRRRENNRNRREND ‘M "0
e [IITTIT] (1T Ubuntu [TTIT1T] Nginx[I[]  UFwW
e [IIIIT11T (M0  systemd [TITIT] Nginx
(T T T
e [ITT1TT 110 Server Blocks [] Nginx
(T
o [TTTIT7 TTTTTITTITIITId SSL/TLS [T1T1] Let's Encrypt
LTI
e [TTTI11 [(TI11] worker processes [ connection limits [T]T] Gzip
(T
o (I [T Nginx [T Reverse Proxy
(I
e [TITTIIITI [TIT0 access [] error logs [TTTTTTTITIITITITI
e [III111 11 Ubuntu 22.04] 24.04 [J 25.04 (10 Nginx [TT111T
e [IITTIT] (T T
e [IIT1T1] [T Nginx

LTI

(LTI TITT T


http://10.8.0.4:4998/attachments/1

s dds

[LI1T] Nginx [T
(L1110

e [I1 Ubuntu([Il] I Ubuntu 22.04 LTS[] 24.04 LTS [I] 25.04

TTITTTIITIITIIITTd DigitalOcean [J Ubuntu [TTITTII1] [

e [I11 root [[] [IITIIIIT] sudo [TTTTTTTTTTTTTTITITIT] root
I (110 Ubuntu [TT1T] sudo [T111]

(LITITIT]

e [TTTIIIT] [ITII11] Server Blocks [J] SSL
T DigitalOcean[II11] DigitalOcean DNS [T]
(11T

e [ITTTITTITI NENNRRRRRRNNNNNNNRNEEE

(LTI root [TTTTTITITITITT

Ubuntu 2?77?77

(1111 Ubuntu [TTTTTTT] Nginx T T
Ubuntu [T] Nginx ] 1 1N
Ubuntu 22.04 LTS 1.18.0+ [ 11110 2027 ]
Ubuntu 24.04 LTS 1.24.0+ I [0 LTS 11110
Ubuntu 25.04 1.26.0+ I (T
M
Nginx [TTTT1T] Ubuntu TITTTTITIITTITIITIIT] apt

(LTI

P707?7?°77



https://www.digitalocean.com/community/tutorials/initial-server-setup-with-ubuntu
https://www.digitalocean.com/community/tutorials/how-to-create-a-new-sudo-enabled-user-on-ubuntu
https://www.digitalocean.com/community/tutorials/an-introduction-to-digitalocean-dns

sudo apt update
sudo apt upgrade -y

apt update [TTTTTTITITI apt upgrade -y [TTTTTTTTTIITT] -y
(T Y[

?7? Nginx
ANRNRNRNRRNRNRNRRRRNNRNTN Nginx[]

sudo apt install nginx -y

[TTTTTTTTITTTd Y (IO Enter
ITTTIn apt [ITITTT] Nginx [T

P07P007?77°

AENRRANNNNNRNNNN Nginx [T

nginx -v

T Nginx [ITIT1T]

nginx version: nginx/1.24.0 (Ubuntu)

Copy

22 Nginx 2?77

Nginx [IT111] Ubuntu [T Nginx [T
systemd [TTTTITTITT]

systemctl status nginx

(LTI ITITIOTT Active: active (running) [TTTTTIT] Nginx
[LITIITIN

® nginx.service - A high performance web server and a reverse proxy server
Loaded: loaded (/lib/systemd/system/nginx.service; enabled; vendor preset: enabled)
Active: active (running) since Fri 2022-03-01 16:08:19 UTC; 3 days ago

Docs: man:nginx(8)



Main PID: 2369 (nginx)
Tasks: 2 (limit: 1153)
Memory: 3.5M
CGroup: /system.slice/nginx.service
-2369 nginx: master process /usr/sbin/nginx -g daemon on; master process on;

L2380 nginx: worker process

(I systemctl TITTITTTTITTITIITITITIITTITIINT] Nginx
(ITIIT]

(LITITTIIITTI |P [ITTTT] icanhazip.com [TTTTTIITI]

curl -4 icanhazip.com

(LITTIT] |P LTI

http://00000_IP

(ITITTITTITT Nginx [ITTTTITIIIT]

Nginx default page

[T Web [T

?9??°°7?77?7 UFW 27 —— 7?2777

[ Nginx [TTTTTIT] an [ ‘"
11 Nginx [TTTTTITT] ufw [TTTTTITTTTTTITTITTT
(ITITTIT] ufw [T

sudo ufw app list

(LITIITITITITTITIT]

Available applications:
Nginx Full
Nginx HTTP
Nginx HTTPS
OpenSSH



(ITIT] Nginx [TTTTT1T]

e Nginx Full[JTTTTTTITIT]

TTT] TLS/SSL 111 HTTPS 111

e Nginx HTTPIIIIITITT
e Nginx HTTPS[ITIITITIT
e OpenSSH: 1]

80 [TITTIITIIT]

80 [T
443 [IT11]
SSH [TTTITITITITIT]

HTTP [[I11

HTTP [II11T
TLS/SSL 111 HTTPS 1111

(LTI OpenSSH
(LTI
O T LT
(I 80 I Nginx HTTP [T]T]
(1T
sudo ufw allow 'Nginx HTTP'
# (0000000000000 openSSHOOODOCOOO
sudo ufw allow 'OpenSSH'
(LTI
sudo ufw status
(LITI11] HTTP [II1111]
Status: active
To Action From
OpenSSH ALLOW Anywhere
Nginx HTTP ALLOW Anywhere
OpenSSH (v6) ALLOW Anywhere (v6)
Nginx HTTP (v6) ALLOW Anywhere (v6)
(Il  Nginx HTTP [] OpenSSH [TII] ALLOW [TTTTTTTTTTTITIT HTTP

(LITITTIIT]

SSH [T

??°?°?7°7?7?7? Web ??7??7?7?7?7?7

(LITITTITTTIIT]

Nginx [TTTTT]

Nginx [T

Ubuntu [QTTTIITITIITITI

Web MTTTITITIIIIIIT]

443

HTTP



[TI11] systemctl status nginx

ARERNRNRNRNRNRNRNRNERERRRRREREEY |P [T1TT1

(LTI

Nginx

(LITITTIIITT] |P [ITTTITTTITIT] curl -4 icanhazip.com [[TIIT]

(0 P I

http://00_000_IP

Copy

[0 http://203.0.113.1]

(I Nginx [TT] “Welcome to Nginx!"[TTTT1T]
(I ‘[T "

[LITIITIT Nginx

27?7?2777 Nginx ?? —— 2777

(111 Web [T T T O AT
Nginx[TTTITITT] systemctl [IT] systemd [TITTIT]

[LIT] Web [T1T]

(LITITIT] Nginx T

sudo systemctl stop nginx

(1110 Web [T1T]

0 Nginx [TITTTTTITITIT]

sudo systemctl start nginx

[LITITTITITI

[TTTTTTTTITITT Nginx
QI T

sudo systemctl restart nginx

Nginx



(LT

Nginx [T Nginx [TTTTITTITTIT]
(LTI IITTIOTT]

sudo systemctl reload nginx

[  Nginx [TT1T]

sudo systemctl disable nginx

[LIT] Nginx [TT1T]

(LTI Nginx T

sudo systemctl enable nginx

(T ITaT Nginx [TTTTITTTIITIITI Server Blocks
LLITTTTTTTTTITd

7?7?7777 Server Blocks?????7——
PPV ?77?7

(MTTTIIIIIIIIIIIn0 Server Blocks [[] Apache [ITIIIT1T virtual hosts
HERNRNNRRRRRRRRRRRRRRNNNEN] “m "

(LTI T L I

(TITTIT] your_domain [TTTTTITTITITTTTTIT]

(ITTITTITTITT] i

0 Ubuntu 22.04 [T] Nginx [JII11TJ Server Block [TTTTTIIT] /var/www/html
I T T T T T

(ITITIT] /var/www/html [TT]T] “m "

NERNNRNNRNRRNRNNRNRRNRNNEED your_domain [TT]  /var/www
HINRRANNRNNRNNNN




1. 2797?7077

(LITITTITTTITTITT] html (TITTTITTITTITIT] -p

sudo mkdir -p /var/www/your domain/html

2. 270770777

NENRRRRRRRNNNNNNNRRNNNNENEEE $USER
ANRNRNRRNRNRNRNRNRRNRNRNEED sudo
NRNRNRNRRRRNRNRNEN

sudo chown -R $USER:$USER /var/www/your domain/html
(11 Web T 755
O

sudo chmod -R 755 /var/www/your domain
4, 2?7?77 index.html ??
T your_domain [TTTTTT] index.html [ITITIT] nano
(I

nano /var/www/your domain/html/index.html
(T HTML [TTTTTT] your_domain [TTTTITITTI

<IDOCTYPE html>
<html>
<head>
<title>JJ0 your domain!</title>
</head>
<body>
<h1>000 your domain [J Server Block Jjggd</h1l>

<p>000000000000</ p>
</body>



</html>

ITTTTn nano [IT] Ctri+X 1111 Y [TITTTTT] Enter []

5. 7?7?77 Server Block ?777?

(M0  Nginx [(ITT1T] your_domain [TTTTTTTTTIITIT Server Block
(T /etc/nginx/sites-available/ [TTTITIT]

sudo nano /etc/nginx/sites-available/your domain

(T TIOTITT LTI root [I[]  server_name []

server {
listen 80;
listen [::]:80;

root /var/www/your domain/html;

index index.html index.htm index.nginx-debian.html;

server _name your domain www.your domain;

location / {

try files $uri $uri/ =404;

[LITIITIT

e listen 80; [] Nginx [I] 80 [I11TJ HTTP [II]  listen [::1:80; [III0 IPv6 [11]
e root /var/www/your domain/html; [TTTTTITITIT]

e index index.html ...; [TITIIIIII] Nginx [ITIIIITI1

e server name your domain www.your domain; [TTTT] Server Block [ITITTITIT]

e location / {} [ITIITIIIIT] try files $uri $uri/ =404; [[J Nginx 1110
URT [TTTTIITIITIIT T ITTTTITT 404 10

6. ?? Server Block

(IITII1] Server Block [TITIT] sites-available []IT] Nginx
T 111 symlink[] [TT] “[I0 "0 sites-enabled [IT]
Nginx [T




sudo ln -s /etc/nginx/sites-available/your domain /etc/nginx/sites-enabled/

a« 111 [T ‘I !
ITITITITITITITITITd Server Block [TTTT] sites-enabled
(T
(11 Nginx [TTTTITIIIT] Server Block []
e your domain [[T] your _domain [] www.your domain [[]T]
o default [TTITITITT] your domain [] Server Block [TTTTIT] Server Block
(LITI11] /var/www/html [TTT1T]

7. 7?7 nginx.conf ??

(I hash bucket memory [TTTTTT] server_name
ARRNNNERRNNNRRRENNRNNR] /etc/nginx/nginx.conf []

[LITTIT]

sudo nano /etc/nginx/nginx.conf

[0 http { ... } [IIII1II] server names _hash bucket size [TTTTITITITITITIT]
(I 64 [
http {

server_names_hash bucket size 64; # 00000 # 0

a4 (111  [TITIIIIT] #
NENRRRRNNNRRRRRNNNRRRRNNRRRRRRNRRRRRENY
T




8. 7?7?7777 Nginx

00 Nginx 111 [ (T T 1T

sudo nginx -t

(T syntax is ok [] test is successful
(TIITI1 Nginx [T1111 Server Block [IT]

sudo systemctl restart nginx

00 Nginx QI
(T I T

Nginx first server block

P00V ——

(LTI ITITIOTT Web
(T T TI T ITTTITT T

P°?7077?7
0 Nginx [T
sudo nano /etc/nginx/nginx.conf

[ http { ... }
HRRRRNRNRNRRRNRE RN RN RRRERRRRERENINY

# 00 Nginx [00000CO00O000O00COOCO

server_tokens off;

# 0000000000000 Web 00
# X-Frame-Options: JJJ0J00 (Clickjacking) OO

add header X-Frame-Options "SAMEORIGIN" always;

http://your _domain

e dddddddds

Nginx



# X-XSS-Protection: OOO0O0OOO XSS QOO

add header X-XSS-Protection "1; mode=block" always;
# X-Content-Type-Options: [JJ MIME QJO0ddd

add header X-Content-Type-Options "nosniff" always;
# Referrer-Policy: 000000 Referer 0000

add _header Referrer-Policy "no-referrer-when-downgrade" always;

# Content-Security-Policy: [000000000CO000000CCO0 XSS OO

add header Content-Security-Policy "default-src 'self' http: https: data: blob: 'unsafe-

inline'" always;

# (000000 Nginx 0000 (O0OODOO0O0O)

server_tokens off;

# J0000000O000000OOOO000000OOOa
client max_body size 10M; # [O0O0000 16MB

# 000000CO00000C0
client body timeout 12s; # 000000000
client header timeout 12s; # [O000000O0OO
keepalive timeout 15s; # 0000000
send timeout 10s; # 1000000000000
P907?7?°77
il /etc/nginx/nginx.conf [TTTTTTTTITTTITITITI Nginx [TTTTTTIT]

# Worker 0000 (0000 CPU O0O00OCOO)
# auto [0 Nginx JO000 CPU Q0000000000 worker QOO

worker processes auto;

# Worker 00O

events {

# 00 worker O000000000COO0C

worker connections 1024;

# 00000 I/0 O000000epoll 0O Linux 0000

use epoll;

# 00 worker (00000000000

multi accept on;



# Gzip [J00000OOO000000CCCOOO
gzip on;
# 000000000 Vary: Accept-Encoding (0000000

gzip vary on;

# 0000000000000

gzip proxied any;
# 10000100000 SO0000e COooooOoO
gzip_comp level 6;
# (000 MIME 000000000 Gzip OO
gzip types

text/plain

text/css

text/xml
text/javascript
application/json
application/javascript
application/xml+rss
application/atom+xml

image/svg+xml;

P79?077?777

HINRRRNNNNRRANNNNNREDD Nginx[]

(IT1T]
sudo nginx -t
(LTITITIT] Nginx(]

sudo systemctl reload nginx

SSL/TLS 7?77

(ITITII HTTPS [T11] Nginx HTTPS [TTTTITITIT] SSL/TLS 117 Let's Encrypt
(ITITITITIT]

[I1 Certbot [1T]

Certbot [TITITIT] Nginx [I1111 Let's Encrypt [TITIT]



# [0 Certbot OO Nginx OO
sudo apt install certbot python3-certbot-nginx -y

# [0 Certbot OOOOOO

sudo certbot --version

(I  Certbot [TITTTITITITITITIITITITITITITIITITITITI

[TTTTITTTIITTTd Nginx [T O T IOTd

????NgInx ??7??7?7?7?7?7?7

(110 Nginx ([T ‘00 OO Nginx [
Ubuntu [T ‘0 000 "0

27?7

e /var/www/html [TT] Nginx [TT]  Web [JITTITIITIT “Welcome to Nginx!”
(LTI IITaTd Server Block [TTIT] root [TT1T]
/var/www/your domain/html []

o [TTTTITTY I /var/www/your domain/htmUl [TTTTTTTTITIT] HTML [J CSS
[0 JavaScript [IITTTI1]

?77?777

e /etc/nginx [IT] Nginx [TTTTTTT1T] Nginx [TTTTTTTIT]

e /etc/nginx/nginx.conf [J Nginx [J [J1111 (ITTIII10 Nginx [IT11111
worker processes [] gzip [IT1] server names hash bucket size [T]

e /etc/nginx/sites-available/ [TTTTITITT] 1 Server Blocks [[]T]
HERRNNRRNNRANNRRRNRRRNETE Nginx [T
“IT] "[0 sites-enabled []]]

e /etc/nginx/sites-enabled/ [TTTTITITT] a1 Server Blocks []]T]
(TITIITIITIIIT sites-available [TITIII] Nginx
(T

e /etc/nginx/snippets [TTTTITIT] 1M T SSL

OO T T T Server Blocks
(ITITTITTITITTIIT]

P07?7?°7



e /var/log/nginx/access.log [I]] Nginx [J 10
QI T T

(LTI URL
ERRRNNRNNNNRNRNNRNRRNRNRRNRNENEE
e /var/log/nginx/error.log [IT] Nginx [J 110 N Nginx
AERNNRRRRNNRRRRNNRRRRNNRRRRENNRRRRENNRNEE]
(T T I
(T Nginx T

NQIinx ??7??7??7??7??7?7?7

M Web O
AINNRNRNNRNRNRRNNEED

Nginx 2?22?77

(11 (1
(0 Nginx 1] I Nginx [TITTT
(11 (M UFW [T
1 SSL/TLS M Let's Encrypt [[J
SSL [T
(1111 (0 Nginx 1T
11 I
O
(1 M rate limiting [TT]
DDoS | [TTIT1T]
(1 (I
(1 (M0 Nginx [JIITIT]
1 I
(1 (LTI
1

el dadads

Nginx

nnin /

sudo apt update && sudo
apt upgrade nginx

sudo ufw allow 'Nginx
Full'

sudo certbot --nginx -d
your_domain.com

[0 /etc/nginx/nginx.conf
an server tokens off;

[0 server block

(I

[ limit req zone []
limit req

[0 HTTPIITOH OAuth
sudo cp -r /etc/nginx

/backup/nginx-$(date
+%Y%m%d )

[I1 deny all; [ IP[II]

sudo tail -f
/var/log/nginx/error.log



(LT Server Block [TTTTTTTTTTITTITITTTTIT] Web
(111

server {

add _header X-Frame-Options "SAMEORIGIN" always;

add _header X-XSS-Protection "1; mode=block" always;

add header X-Content-Type-Options "nosniff" always;

add header Referrer-Policy "no-referrer-when-downgrade" always;

add header Content-Security-Policy "default-src 'self' http: https: data: blob: 'unsafe-

inline'" always;

P90907?07?7°77

(IIITIT] DDoS [TTTTTTITTITTTIIT] http [TTTITTITTTIIT] Server
Block [] Tlocation [TIIII]

TTT] /etc/nginx/nginx.conf [] http [ITITTIIT]

http {

# 00000 ‘one' (0000000 1eMBOOOOO 1 0OO
# $binary remote addr Q000000 IP 00O

limit req zone $binary remote addr zone=one:10m rate=1r/s;

LTTITT Server Block [] location [TTTTTTITIT]

server {

# [0000000C ‘one' OOOOO
# burst=5 0000000000 5 DOO0OCOOOOO

# nodelay [000000000000CCCODOOO0000000

location / {

limit req zone=one burst=5 nodelay;

try files $uri $uri/ =404;



2222 Q&A

[LITTIT] Nginx

1. ?27°??2°?°?7?°?°7?7?7? Nginx 2?7
(0 Nginx [I1110 systemctl [I]]

# [0 Nginx

sudo systemctl start nginx

# [0 Nginx

sudo systemctl stop nginx

# 00 Nginx (00OOO0)

sudo systemctl restart nginx

# 000000 (0000000000O)

sudo systemctl reload nginx

# 00 Nginx 0000

sudo systemctl enable nginx

# 00 Noginx 000

sudo systemctl disable nginx

2. 27?77 Nginx 2?27?7777
ANRNRNRNRIN Nginx [(TTITD

# 10000000000

sudo systemctl status nginx

# 00 Nginx (000000000 86 00 4430

sudo netstat -tlnp | grep nginx



# 00 Noinx (000000000

sudo nginx -t

# 00 Nginx OO

ps aux | grep nginx

3. 72?7 Nginx ?? UFW 27?7
P O Ngin [[ITIITTIIIII]

# 000 HTTP [0 (OO 80)
sudo ufw allow 'Nginx HTTP'

# 00 HTTPS 0 (OO 443)
sudo ufw allow 'Nginx HTTPS'

# 0000 HTTP O HTTPS OO

sudo ufw allow 'Nginx Full'

# [0 UFw 00000

sudo ufw status

4. Ubuntu ? Nginx ??7??7?7??7?7?7?

o [[II1] [] /etc/nginx/nginx.conf

o [TTTT1] [] /etc/nginx/sites-available/ ([TIIIIIIIIII] )

o [ITT1111 [] /etc/nginx/sites-enabled/ ([ITITITTJ sites-available [II1]
e 111110 [] /etc/nginx/sites-available/default (Nginx [TTITIT] )

5. ??? Nginx ??7?7??7?7?7?

[l /etc/nginx/sites-available/your-domain

QT T T T 3000 [TTTITIT]

server {
listen 80;

server _name your-domain.com;



location / {
# 00000 http://localhost:3000
proxy_pass http://localhost:3000;
# 00000000 Host [I

proxy set header Host $host;

# 00000000 IP OO

proxy set header X-Real-IP $remote addr;

# 00000000CCCO

proxy set header X-Forwarded-For $proxy add x forwarded for;

# 000000000 (HTTP [0 HTTPS)

proxy set header X-Forwarded-Proto $scheme;

6. Nginx ???7??77?

M Nginx TTITTITT

# JI00000D000000RO00000

sudo nginx -t

# [J0 Nginx O0000COOCOCOCOOCOCO

sudo tail -f /var/log/nginx/error.log

# 00 Nginx [000000000CCO Nginx O00CCO

sudo tail -f /var/log/nginx/access.log

# 0000000 Nginx 0000000

sudo journalctl -u nginx -f

# (00000000000000000COC 86 O 443 OO0
sudo netstat -tlnp | grep :80

7. Ubuntu 22.04724.04 ? 25.04 ? Nginx ??7??7

[LLTTIT] Nginx [TIITTTTITTTTITIT]

m Ubuntu 22.04 Ubuntu 24.04 Ubuntu 25.04

Nginx [T] 1.18.0+ 1.24.0+ 1.26.0+



M Ubuntu 22.04 Ubuntu 24.04 Ubuntu 25.04

a1 2027 1 2029 1 2026 1

ann m m m

m m m m

(I m m an

i LTS [I10 22.04 [] 24. 04T LTS
M0 25.0401IIIIII] Nginx ([0

P70707?7?

TTTITITIIIITI Ubuntu 22.04[] 24.04 [] 25.04 [TIIIIIIIIIIIIIO Nginx
Web [T Nginx [TTTTITITIT] Server Blocks

11 Ubuntu [IT] Nginx

O A e
0 Nginx JITTTITIIITITITIIITd

00 Nginx [JITTTTIT Web [TTTITTTTTITTIIT]

i dddddddd

e LEMP [ ITITIITIITIIITI Ubuntu [IT] Linux [J Nginx[] MySQL [] PHP (
LEMP [] )IIIIIL How To Install Linux, Nginx, MySQL, PHP (LEMP stack) on Ubuntu

e SSL/TLS [I] [0  Let's Encrypt [IIITIT] HTTPS [TITITIITITTIIT]
How To Secure Nginx with Let’s Encrypt on Ubuntu

e [ITITT] (LTI Nginx [ITITTTITIITIIIT] Node.js [] Python
(IO Nginx as a reverse proxy for your applications

(LI DevOps [] Web [TTTTTITITTIIIIIIT] “I111 "0
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